SKYGRID NETWORKS - CLOUD NETWORK SECURITY

Your network.
Tested. Secured.

Azure Network Engineering - 1aC - Monitoring - Analysis

e Author of a newsletter read by Microsoft engineers & MVPs
e Microsoft Certified: Azure Administrator (AZ-104)
e Azure Network Engineer - CCNA Networking Foundation

e Remote - Europe-wide

I am an Azure Networking specialist and the author of a technical newsletter actively read
by Microsoft engineers and MVPs. Hands-on Azure network engineering — design,
configuration, automation, and monitoring — for European SaaS and technology
companies. Fixed-price, deliverable-based engagements, async-first delivery, Europe-wide
operations.

// READ BY MICROSOFT ENGINEERS & MVPS

Cloud Networking (AZ-700) - The Detective Architect

My weekly newsletter on Azure network security and architecture is actively read by Microsoft
engineers and MVPs, network engineers, and specialists across disciplines. Subscribers include
engineers and leaders from companies such as Databricks, Apple, Ericsson, Capgemini, Toyota Gazoo
Racing, and Formula 1 teams, alongside enterprise CEOs.

linkedin.com/newsletters/cloud-networking-az-700

// HOW IT WORKS

01 Discovery
Send an email or connect on LinkedIn. Brief async Q&A to understand your environment.

02 Fixed Proposal
Written scope + fixed price before any work begins. No surprises, no hidden hours.

03 Delivery
Async-first execution. Hands-on configuration work, full documentation, and a PDF summary
delivered on time.

04 Follow-up
Every engagement includes 30 days of Q&A support after delivery.



01

Network Analysis & Assessment

NETWORK €1,500
Network Vulnerability Analysis & Security Testing FIXED PRICE
3 business days

Independent technical review of your Azure network configuration. NSG rules, exposed
endpoints, VPN and firewall settings, traffic logging gaps, and unused resources — identified
before attackers find them.

- Full technical analysis report (PDF) — Prioritized fix list

- NSG rule analysis - Cost waste findings

— Open port & exposure map - 30-day follow-up Q&A

CoSsT €1,200
Cloud Resource Optimization & Cost Analysis FIXED PRICE

3 business days

Identify unused resources, oversized VMs, orphaned disks, and unnecessary public IPs. Most
companies overpay Azure by 30-40% — this analysis shows exactly where the waste is and
how to cut it.

— Cost analysis report - Rightsizing recommendations

- Unused resource list — Quick-win action list

— Savings estimate (€/month) — 30-day follow-up Q&A

INFRASTRUCTURE €1,500
Azure Infrastructure Health Check FIXED PRICE

3-4 business days

Review of VM security settings, disk encryption, backup configuration, update management,
and role assignments. Covers compute and storage layers — recommended as a follow-on to
Network Vulnerability Analysis.

- Infrastructure analysis report - RBAC role analysis
— VM security assessment — Prioritized fix list

- Backup & recovery review - 30-day follow-up Q&A



// STARTER BUNDLE

Network Vulnerability Analysis + NSG & Firewall Configuration
€2,800 — FIXED PRICE

New to Azure network analysis? Combines your first network analysis with immediate NSG &
Firewall remediation — from diagnosis to fix in one engagement.

02

Configuration & Setup

NETWORK DESIGN €2,000-3,000
VNet & Subnet Architecture FIXED PRICE
Scoped per project

Design and implement a structured Azure virtual network architecture. Hub-spoke topology,
subnet segmentation, peering, and routing — built to scale with your team.

— Network architecture diagram - VNet & subnet setup

- Routing configuration - Full documentation

SECURITY €1,500-2,500
NSG & Firewall Configuration FIXED PRICE

2-3 business days
Design and implement Network Security Group rules and Azure Firewall policies. Least-privilege
access by default — only the traffic that needs to flow, flows.

- NSG rule set - Firewall policy config

— Traffic flow documentation — Test & validation report

DNS €1,000-1,500
Azure DNS Configuration FIXED PRICE

1-2 business days
Azure DNS zones, private DNS, custom resolvers, and forwarder configuration. Clean,
documented, and tested DNS setup for your cloud environment.

- DNS zone configuration - Private DNS setup

- Resolver configuration - Documentation
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Automation & laC

IAC Tiered pricing
Terraform Network Infrastructure FIXED PRICE
Scoped per project

Your Azure network infrastructure — fully codified in Terraform. Reusable modules, versioned
state, and documented deployment process. No more manual changes, no more configuration
drift.

e Starter €2,800
Single subscription, single VNet, 1 environment. VNet, NSG, subnets, remote state.

e Standard €4,200
2-3 subscriptions or hub-spoke, dev/staging/prod. GitHub Actions CI/CD included.

e Advanced €6,000

Multi-subscription + management group. Landing zone architecture, compliance enforcement.

- Terraform modules - Variable & environment config

- State management setup - Deployment documentation

ci/co €2,000-3,500
GitHub Actions Pipeline Setup FIXED PRICE

2-4 business days
Automated infrastructure deployment via GitHub Actions. Plan, validate, and apply on pull
request — with approval gates and rollback capability built in.

- GitHub Actions workflows - Secret & credential management

- Approval gate setup - Pipeline documentation

04

Monitoring & Ongoing Support

SETUP €1,500-2,500
Azure Monitor & Network Insights Setup FIXED PRICE
2-3 business days

Full observability for your Azure network — dashboards, alerts, and Log Analytics workspace
configured. Know what's happening in your network before your users report a problem.

- Azure Monitor configuration - Dashboard setup
- Network Insights setup - Log Analytics workspace

— Alert rules & thresholds - Documentation



ONGOING €700
Monthly Network Health Check PER MONTH
Monthly - async

Lightweight monthly review of your Azure network security posture. New misconfigurations,
policy drift, cost anomalies, and emerging risks — caught before they become incidents.
Includes basic performance trend review. No meetings required.

- Monthly security report — Fix priority list
- New findings & drift alerts - Async Q&A support

- Cost & performance snapshot

05
Advanced Engineering & Technical Support

DESIGN €175
Network Architecture Design & Analysis PER HOUR
Flexible

Expert technical guidance on Azure network design decisions — topology, security posture,
connectivity options, and scalability. Async-first: structured written answers, not open-ended

calls.

- Written technical analysis - Decision documentation

— Architecture review notes — Follow-up Q&A

MIGRATION €2,000-5,000
Azure Migration Planning & Technical Assessment FIXED PRICE

Scoped per project
Technical planning and architecture guidance for migrating on-premises network infrastructure
to Azure. Assessment, design, phased migration plan, and post-migration validation.

- Migration assessment - Risk & dependency map
- Target architecture design - Post-migration checklist

— Phased migration plan - 30-day follow-up Q&A



RETAINER €1,500-3,000
Fractional Network Engineer PER MONTH
Monthly retainer

Dedicated network engineering support without a full-time hire. Available for architecture
decisions, configuration reviews, incident support, and ongoing technical support — async and
on-demand. Typically the next step after an initial network analysis engagement.

— Dedicated async support - Architecture reviews

— Monthly check-in report - Incident response support

Ready to secure your Azure environment?

Send an email to start a scoped conversation. Fixed proposal before any work begins.

NAME

Yavuz Yildiz

EMAIL

yavuz@skygridnetworks.com

LINKEDIN (PERSONAL)
linkedin.com/in/yavuzyildizyz

LINKEDIN (COMPANY)
linkedin.com/company/skygridnetworks
NEWSLETTER
linkedin.com/newsletters/cloud-networking-az-700
WEBSITE

skygridnetworks.com

LOCATION

Remote - Europe-wide
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